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Enterprise networks have had to
accommodate huge changes this year,
placing network agility and security
front and center in the minds of many
IT directors.
Employees must continue to have secure,
reliable and flexible access to data and
applications whether they’re working
from home, the office or any other location.
Many enterprises have rapidly turned to
cloud services to meet these needs.

Beyond cloud adoption itself, however,
enterprise IT directors have choices to make
concerning connectivity to the cloud.
These choices vary depending on whether
the cloud applications are software-as-aservice (SaaS) applications running in clouds
accessed over the public internet, such as
Office 365 and Salesforce.com, or cloud
infrastructure environments (IaaS), delivered
by cloud service providers, such as Amazon
Web Services and Microsoft Azure.
Below, we address some key considerations
to help IT directors make these choices.
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ACCESS TO KEY
SAAS APPLICATIONS

SaaS applications available over the
public internet do not require private
connectivity between the enterprise and
the SaaS provider to enable user access.
This optimizes convenience: access to the
SaaS app is a matter of pointing a browser to a
URL and sharing appropriate credentials on the
site. But it can expose the user to the vagaries
of public internet performance, caused by slow
internet access and inefficient or inadequate
connectivity to the SaaS provider by the user’s
internet service provider. The quality of the
internet connection and the end-to-end path
that data travels to reach its destination can
make or break whether the user feels the SaaS
application is performing well or poorly.
When choosing a service provider for internet
services, it can be helpful to understand how
the industry categorizes these providers, and
why this makes a difference to the quality of
the internet services delivered. The networks
classified as Tier 1 have the size, global reach
and traffic volumes to access the rest of the
internet through settlement-free arrangements
with their peers of equal size or value.
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There are only a small number of Tier 1
internet service providers, including GTT, and
their networks make up the spine of the global
internet. There are many other providers in Tiers
2 and 3. These companies provide services on a
regional or national level and fill out the scale and
reach of the internet around the world. Tier 2 and
3 providers use Tier 1 networks to gain access to
some portion of the global internet, but also peer
with each other, often to optimize performance
of traffic exchanged between their downstream
clients within a region. They can add value to
smaller, regional enterprises with a traffic profile
mix that favors local versus global destinations.
When it comes to overall performance,
Tier 1 networks will often be able to provide
better global SLAs and more consistent network
performance because they maintain greater
control of traffic end to end. Tier 1 networks are
generally extensively connected to the major
SaaS providers and are able to direct traffic from
users to applications with fewer intermediate
steps and therefore fewer opportunities for
performance degradation. This translates to
more reliable access to the public cloud and
better performance for SaaS applications.
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DIRECT CONNECTIVITY
TO MAJOR CSPS
Unlike SaaS applications, which are
generally designed for broad reachability
through the internet, private workloads
residing in instances of private cloud
providers require a different approach.
When a business runs its core applications
in the cloud as if it is a data center, there are
still multiple connectivity options available, but
generally, these connections are extensions of
the private enterprise WAN.
When choosing a provider for connectivity to
cloud infrastructure, look for one that already has
established direct connectivity with both cloud
service providers and local access providers to
ensure optimal performance and security. As
with SaaS applications, Tier 1 networks will have
more and higher-bandwidth connections to the
major cloud providers, resulting in generally better
performance. Well-connected providers will also
offer a “cloud connect” service.
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This is a secure, low latency, dedicated
private connection that offers direct access
to cloud service providers. It improves the
performance of cloud applications by eliminating
any networking issues caused by the public
internet. Working with a network service provider
offering direct connections to the different cloud
providers can help eliminate potential service
degradation for users that are dispersed around
the world. Further, most cloud operators sharply
discount their cloud data ingress pricing when
direct connections are used. By leveraging direct
connections, the costs associated with data
transfer can be radically reduced.
By taking advantage of the network provider’s
ability both to deliver cloud connectivity and to
provision new services and applications rapidly,
the enterprise can enhance its productivity and
operating efficiency, as well as strengthen its
competitive position in the marketplace.

ENHANCING YOUR WAN TO
MATCH YOUR CLOUD STRATEGY

INTEGRATING THE
CLOUD INTO THE WAN
Enterprises can struggle moving to
clouds, whether SaaS or IaaS, when they
have limited internet connectivity on
their WANs, meaning traffic routes to a
centralized location on the private WAN
before accessing the public internet.
This legacy WAN model is inflexible,
expensive and ultimately ill-suited to a
cloud migration.
Enter SD-WAN, a technology that is rapidly
reshaping the wide area network for enterprises
around the globe by offering a way to better
service users connecting from a multitude of
environments to applications and data residing in
data centers and clouds around the world.
As an overlay technology, SD-WAN can
intelligently utilize all types of network
connections depending on the need. It can run
over MPLS as well as across less expensive
internet connections, 4G and LTE. SD-WAN can
be an excellent option for gaining better visibility
and optimizing the management of hybrid
network models. A well-designed and properly
managed SD-WAN allows enterprises to quickly
add or remove locations, deploy bandwidth,
dynamically manage applications and respond
in real time to changing network conditions to
ensure performance of business-critical services.
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Where SD-WAN excels today, however, is in
cloud connectivity. SD-WAN allows enterprises
to create application-specific routing policies and
priorities, including for their cloud applications,
no matter the origination. This way, users can be
directed to the best-performing internet route
to their SaaS applications, and be connected
via a direct connect to a private app in AWS, all
over the same network infrastructure. SD-WAN
harmonizes the convenience of internet-based
SaaS connectivity with the performance, security
and reliability of the direct connection approach
to CSPs.
Security integration is also much simpler
with SD-WAN, allowing for performance
customization and soft changes throughout
the network, using templates to speed up any
changes required. At this time when so many
employees have moved out of their traditional
workplaces, remote ways of working may be
the new normal for some time to come.
An infrastructure that provides employees
with a complete and reliable workplace
anywhere and anytime will help to prepare
businesses for the uncertain future ahead.
A VPN solution for secure remote access is
key to facilitating this change, extending the
corporate WAN to remote users and ensuring
tight identity management and control at the
new corporate network perimeter: anywhere
with an internet connection.
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GAINING AGILITY
WITH THE RIGHT CLOUD
CONNECTIVITY PARTNER
Flexibility and agility remain key as
business leaders continue to implement
and evolve their cloud strategies.
As the cloud is helping enterprises increase
their productivity and operate more efficiently,
the cloud applications themselves often take
center stage. It is vital to consider the overall
connectivity and WAN strategy to ensure that
the cloud can be accessed in a cost-effective
and high-performance manner.
All networks are not created equal, so
it’s important to look for network options
specifically designed to give enterprises flexible,
reliable and secure access to their cloud-based
applications and services.

Similarly, the management of the ever more
complex network infrastructure can be hugely
simplified using new technologies such as SDWAN, helping enterprise networks achieve new
levels of responsiveness and capability.
By partnering with an established managed
services provider such as GTT, which can
customize its flexible, reliable and secure
network capabilities to the needs of each
individual client, enterprises can ensure the right
connectivity is in place to meet strategic cloud
computing objectives.
CLICK HERE for more information to help with
your cloud strategy, including case studies,
videos, white papers and webinars.

GTT Communications, Inc. (NYSE: GTT) is headquartered in McLean, Virginia and employs 3,000 professionals
in 55 offices worldwide. GTT owns and operates a global Tier 1 internet network ranked among the top 4 in the world.
With a focus on serving only enterprises, GTT offers a unique approach to cloud networking, combining its top-ranked
backbone network with more local access options than any other major carrier. GTT's comprehensive suite of services
include SD-WAN and MPLS, internet, ethernet, optical transport, and managed services. Its managed SD-WAN service,
with network-based gateways around the world, delivers global coverage, the broadest range of access options, and
enhanced data security in a single, managed WAN, to ensure optimal application performance at every branch location.
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