Case Study
Nationwide quick-service restaurant chain
The client is a leading takeout and delivery chain with over 3,500 locations across the United States, consistently rated a
top quick-service restaurant (QSR) for its commitment to customer service and product quality. The organization’s focus on
providing a positive end-to-end customer experience led it to become one of the first QSRs to offer online ordering at its
chain of stores in the early 2000s, driving major growth in e-commerce sales ever since.

THE CHALLENGE

THE SOLUTION

Secure, high-performance network connectivity to meet Payment Card
Industry (PCI) Data Security Standards

Streamlined network management, multilayered security

The client lacked the necessary IT resources to manage network and security
requirements on such a large scale. Franchise owners were responsible for procuring network services from local service providers to connect individual stores
to the retailer’s corporate offices and support online and in-store credit card
transactions. Performance varied widely between locations and it was difficult to
ensure uniform compliance with PCI security standards across the store network.
The retailer required secure, reliable, high-performance connectivity to its
corporate offices and stores across the United States. The organization also
sought an enterprise-wide security solution to ensure PCI compliance and
secure transmission of sensitive customer data. The client needed a single
service provider that could manage these services end-to-end across its
growing chain of stores.
GTT designed a comprehensive offering, including managed network and
security services, as well as primary and backup internet access. The client
selected GTT for the company’s broad access footprint, proactive network
management, tailored franchise retail store configurations and user-friendly
self-service portal. GTT deployed services to over 3,500 locations after a successful 150-store pilot.
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GTT developed a comprehensive, high-performance network design for the
client, enabling the organization to securely connect its corporate offices
and over 3,500 geographically dispersed retail stores. GTT connected the
organization’s corporate offices via MPLS, then deployed a dual broadband
connection at each store location using cable, DSL or 4G wireless based on
store volume and location to provide redundancy and ensure uptime. GTT
also supplied switches and routers for each location, including configuration,
installation, monitoring and maintenance.
Finally, GTT provided the client with managed security services, a comprehensive and secure multilayered approach to better protect against data threats
and ensure PCI compliance. GTT’s unified threat management includes advanced firewall, intrusion prevention, content filtering, anti-virus, web filtering
and anti-spam capabilities.
GTT’s flexible services and expansive network met all the client’s requirements, allowing the retailer to easily scale bandwidth to add sites as needed
and safeguard data. The retailer could focus on its business goals and deliver a superior customer experience, without heavy investment in internal IT
resources.

THE GTT DIFFERENCE

Optimized connectivity
for all locations

Managed security for
PCI DSS compliance

Business continuity
assurance

GTT offered the client a
variety of access options.
The retailer benefited from
GTT’s expansive network
reach and extensive last-mile
coverage across the United
States, choosing the appropriate connectivity method
for each location based on
business needs. GTT could
turn up new locations quickly,
allowing the client to continue
expanding its retail footprint.

GTT has been helping
retailers achieve PCI compliance for over a decade. GTT
deployed managed security
across the client’s network,
ensuring the secure processing of credit card transactions
in-store and online. GTT
helps clients achieve PCI
compliance through comprehensive plans that include developing, deploying,
configuring and monitoring
network and security assets,
and providing documentation
to comply with audits.

GTT’s design incorporates
dual broadband circuits at
each retail site, ensuring
the retailer is always up and
running, even if the primary
connection goes down. GTT
continually monitors the client’s network, with seamless
failover to a secondary circuit
in the event of an outage.

User-friendly self-service
client portal
The client gained detailed
insight into network performance, plus the ability to
track real-time statistics and
view order status and billing
through GTT’s EtherVision
portal.

Superior
client support
GTT prides itself on delivering services with simplicity,
speed and agility. The client’s
dedicated GTT account team
worked to ensure fast and secure initial delivery of services
across all corporate and retail
store locations. GTT also
provides ongoing high-touch
technical support, backed by
the company’s 24x7 global
network operations centers.

Contact Us
For more information, contact the GTT Channel Team at:
moreinfo@gtt.net
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